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ISA Standards, Training,
and Certificate Programs:

Workforce Development Programs for 
Every Phase of the Industrial Automation 
and Control Systems Security Lifecycle

ISA understands the Industrial Automation and Control Systems Security Lifecycle, and builds its resources 
around real-world requirements for protecting your systems.

ISA’s standards are developed by international experts from across industry, government, and academia. 
The ISA/IEC 62443 standards define requirements and procedures for implementing electronically secure 
manufacturing and control systems and security practices, and assessing electronic security performance. 

Leveraging consensus-based industry standards, ISA’s training courses are vendor-neutral, developed and 
taught by industry experts, and offered online, in-plant, or in regional classroom locations. Choose from 
dozens of courses on the topics that matter most to executives, managers, engineers, and technicians—
browse our full catalog by visiting www.isa.org/trainingcatalog.

Learn more about all of
ISA’s cybersecurity resources—
visit www.isa.org/cybersecurity



Building on our renowned training courses, ISA offers five ISA/IEC 62443 Cybersecurity Certificate 
Programs—Cybersecurity Fundamentals Specialist, Cybersecurity Risk Assessment Specialist, 
Cybersecurity Design Specialist, Cybersecurity Maintenance Specialist, and Cybersecurity Expert. 
These programs validate understanding of the industrial control system cybersecurity standards, 
testing an individual’s knowledge of requirements for security assessment, design, implementation, 
operations, and management of devices and processes.

High-level Cyber Risk Assessment  
(ISA-62443-3-2)

Allocation of IACS Assets  
to Security Zones or Conduits

(ISA-62443-3-2)

Detailed Cyber Risk Assessment
(ISA-62443-3-2)

Cybersecurity Requirements
Specification 

(ISA-62443-3-2)

Design and engineering of  
cybersecurity countermeasures 

(ISA-62443-3-3)

Installation, commissioning  
and validation of cybersecurity  

countermeasures

Cybersecurity Maintenance,  
Monitoring and Management  

of Change
(ISA-62443-2-1)

Cyber Incident Response  
& Recovery

(ISA-62443-2-1)

Design and development  
of other means of risk reduction

ASSESS 
PHASE

IMPLEMENT  
PHASE

MAINTAIN  
PHASE

IMPLEMENT  
PHASE 
Standards:  
ANSI/ISA-62443-3-2  
and ANSI/ISA-62443-3-3

Training:  
IACS Cybersecurity  
Design, Implementation, 
& Testing (IC34) 

Certificate Program:  
Certificate 3:  
ISA99/IEC 62443  
Cybersecurity Design  
Specialist

ASSESS  
PHASE 
Standard:  
ANSI/ISA-62443-3-2

Training:  
Assessing the Cybersecurity  
of New or Existing IACS  
Systems (IC33) 

Certificate Program:  
Certificate 2:  
ISA99/IEC 62443  
Cybersecurity Risk  
Assessment Specialist

MAINTAIN  
PHASE 
Standard:  
ANSI/ISA-62443-2-1

Training:  
IACS Cybersecurity  
Operations  
& Maintenance (IC37) 

Certificate Program:  
Certificate 4: 
ISA99/IEC 62443  
Cybersecurity  
Maintenance Specialist
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Learn more about all of ISA’s cybersecurity resources— visit www.isa.org/cybersecurity
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